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● Introductions
● What are the risks?
● Policies and procedures
● FAQs plus signposting



What are the risks online?
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https://www.theguardian.com/education/2020/apr/22/students-zoombomb-online-lectures-with-extreme-pornography

https://www.google.com/url?q=https://www.theguardian.com/education/2020/apr/22/students-zoombomb-online-lectures-with-extreme-pornography&sa=D&ust=1611308807342000&usg=AOvVaw295Z6BjHj5557s4eIvblyw


What does this mean?

❏ For young people?
❏ For staff?
❏ For the organisation?



For young people

● Cyberbullying
● Sexting (& possible criminal record)
● Use of images without permission
● Copyright infringement
● Possible fines/copyright offences
● Loss / publication of personal data
● Inappropriate communication / contact/ grooming
● Access to illegal / inappropriate / harmful material



For your staff

• Access to illegal / inappropriate / harmful material
• Cyberbullying
• Sexting (& possible criminal record)
• Use of images without permission
• Copyright infringement
• Possible fines/copyright offences
• Loss / publication of personal data
• Inappropriate communication / contact with others 



For your organisation

• Reputation
• Security of network / systems
• Safeguarding of young people
• Copyright offences
• Prosecution 
• Parental/school/community concern
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It’s (mostly)
about
behaviour 
not 
technology



● Content
● Conduct
● Contact
● Commercialisation



Online safety 
is everyone’s 
responsibility
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➢ Mitigate
➢ Escalate

2 part plan:



Step One:
Update your policies





Update your policies

● Responsibilities
● Platforms and services including communication
● Training
● Devices
● Data (storage and deletion)
● Reporting (logging and escalation)
● Review and monitoring







Step Two:
Create Online Safety Agreements





 
Young People
● Only communicating via the agreed platform
● Behaving appropriately online (discuss**)
● Agreeing to adhere to organisation’s security procedures 

(discuss**)
● Confirming understanding of how/to whom to report



Online Safety Agreements

https://www.childnet.com/ufiles/Online-safety-
agreement.pdf

https://www.google.com/url?q=https://www.childnet.com/ufiles/Online-safety-agreement.pdf&sa=D&ust=1611308813898000&usg=AOvVaw2JrenA5DPSnrrFjrFmw8YT
https://www.google.com/url?q=https://www.childnet.com/ufiles/Online-safety-agreement.pdf&sa=D&ust=1611308813899000&usg=AOvVaw2QhyL16pTuIQBv5FWAo6ii


❏ Staff must only communicate via the agreed/organisational platforms.

❏ Personal details of young people will be stored in accordance with the organisation’s 
privacy/GDPR policy

❏ All staff should maintain professional boundaries/avoid disclosure of personal 
information

❏ Any film/media footage of young people must be stored in line with organisational 
procedure. 

❏ Staff must commit to taking company training in the use of any software before 
undertaking work with young people

❏ All staff must report any concerns or issues ASAP to NAMED LEAD in line with the 
organisation’s procedures

Tutors’ Online Safety Agreement



❏ Agreeing to consent to their device/app being used for teaching  (ie age restrictions on 
apps might require parent to download etc)

❏ Consent for filming of sessions for safeguarding/other

❏ Agreeing to talk to their child/young person about staying safe online/the young person 
agreement etc

❏ Agreeing to be in the room for part/all of a session (or not)

❏ Agreeing that they understand how to report if they have a concern about a session

❏

Parents’ Online Safety Agreement



Common to all = reporting



Image credit/Tumisu, Pixaby

Escalation



Escalation

❏ 99% of staff = report to the safeguarding lead
❏ Safeguarding lead = have a plan



Can it be managed/resolved internally -Yes/No
● Is it legal/illegal?
● Is the young person/other at risk of harm?
● Are others involved? Are they at risk of harm?
● Is there evidence (screenshots/devices etc)

Who else might you involve 
● The local safeguarding alliance
● Do parents/carers need to be alerted
● What support services are available for the young people



Who else needs to know
● The board
● The school

Lessons learned
● Add to your log
● Review your policies/procedures and practices - update and 

reshare









https://parentzone.org.uk/article/where-report
-and-get-support-during-lockdown

https://www.google.com/url?q=https://parentzone.org.uk/article/where-report-and-get-support-during-lockdown&sa=D&ust=1611308819267000&usg=AOvVaw0JN7nQ8p3AA5u_109HA8no
https://www.google.com/url?q=https://parentzone.org.uk/article/where-report-and-get-support-during-lockdown&sa=D&ust=1611308819267000&usg=AOvVaw0JN7nQ8p3AA5u_109HA8no
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Escalation

● Be Prepared
● Have a Plan
● Know who else to involve
● Learn the lessons



CC0



https://www.artscouncil.org.uk/digital-culture-network/resources-support-events#section-1

https://www.google.com/url?q=https://www.artscouncil.org.uk/digital-culture-network/resources-support-events%23section-1&sa=D&ust=1611308820010000&usg=AOvVaw2f-V9tITCKKo3AAKrRuui6










Live Streaming - principles

● Does it do what you need it to do?
● What security setting are built into the platform? 
● Do your staff know how to use it?
● Are your young people clear about the rules of engagement?
● Use, review, refine your approach













Checklist

1. Update the Safeguarding Policy 
2. Create Online Safety Agreements for all
3. Provide training (technical & safeguarding)
4. Agree a reporting/escalation system
5. Review, adapt and update
6. Keep up to date



Questions



Thank you….

jlawrenceconsultancy@gmail.com
@julaw79

mailto:jlawrenceconsultancy@gmail.com


Named Lead

● Day to Day responsibility (senior lead)
● Coordinate the approach
● Update/review policies
● Promote awareness across the organisation
● Facilitate training
● Ensure the organisation is compliant (GDPR/data etc)
● Keep up to date





https://www.thespace.org/resource/access-online-events-meetings-and-more

https://www.google.com/url?q=https://www.thespace.org/resource/access-online-events-meetings-and-more&sa=D&ust=1611308829341000&usg=AOvVaw1J_PnA029J1FwxI3UAcr8s


https://medium.com/@thechildrenssociety/adapting-to-digital-engagement-our-approach-what-weve-learnt-and-top-tips-when-thinking-about-1961dd5f1c34

https://www.google.com/url?q=https://medium.com/@thechildrenssociety/adapting-to-digital-engagement-our-approach-what-weve-learnt-and-top-tips-when-thinking-about-1961dd5f1c3&sa=D&ust=1611308831023000&usg=AOvVaw0v-8PZ7KmFYGTYjDn-vxsL


https://www.thespace.org/resource/access-online-events-meetings-and-more

https://www.google.com/url?q=https://www.thespace.org/resource/access-online-events-meetings-and-more&sa=D&ust=1611308831027000&usg=AOvVaw3DFjFRDmcCVYrCmL8h0Rkw


What’s the risk?
● Understanding the potential issues
● Behaviours vs tech
● Responsibilities

Policies and Procedures
● What needs to be covered?
● Acceptable Use Agreements
● Reporting
● Escalation plans
● Training
● Review procedures

Best Practice
● Tips and resources to support virtual delivery - platforms/settings/using AU agreements to 

mitigate risk
Keeping up to date

● Resources/materials and organisations supporting in the area of online safety and young 
people



An estimated one million children and young people and their 
families still don’t have adequate access to a device or connectivity 
at home (Nominet Trust Digital Access For All Feb 2019 report) – 11% 
of young people accessing the internet at home cannot do so with 
a computer on a broadband connection.  A further 6% connect to 
the internet via dial-up modems (a technology that is now two 
decades old) and 12% of young people cannot use these devices at 
home at all.  AUDIT


